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AHHOTanud. /laHHas cTaThs NOCBSAIEHA aHAJU3y NPECTYIJIEHUW 3KCTPEMUCTCKOW Hamlpas-
JIEHHOCTH, COBEPIIIAaeMBbIX C UCII0JIb30BaHUEM ceTH «UHTepHeT». PaccMoTpeHbl HEKOTOPbIE 0COGEHHO-
CTH KBaJMPUKALUM yKa3aHHON KaTeropyuu NpecTymjeHUH, C KOTOPbIMU MOTYT CTOJIKHYTbCS NPaBo-
OXpaHUTeJIbHble opraHbl. [louepkHyTa HOBU3HA IJ1I06a/IbHOM CETU KaK MaJIOM3yYeHHOI'0 CpejcTBa
COBepILeHUs] IPeCTYIHOTO JiesiHUs, @ BMeCTe C TeM NPUBeJleHbl IPUMepbl HOBEHIIUX CI0CO60B U Me-
TOJI0B 110 IPOTHUBOJAENCTBUIO 3KCTPEMU3MY B ceTH «IHTepHeT».

Kir4deBble cj10Ba: 3KCTpPEMH3M, KBaf[I/I(l)I/IKaLlI/IH, COCTAaB NIPEeCTYyIlJIEHHS, CE€Tb <<I/IHTepHeT».

[IpecTynieHus1, 06’b€KTOM MPECTYIHOrO MOCATaTeJbCTBA KOTOPbIX SIBJASIOTCS HAlUH,
packl, pasjiMdHble KOHGECCHH, 1ieJible TOCYIapCTBAa U MX B3aMMOOTHOIIEHHUS, BcerJga OyAyT
OCTaBaTbCs BaKHbIM O0OBEKTOM JJi1 HAy4HOro HM3ydyeHHUs. K 4yucay Takux npecTynjeHUu#n
M OTHOCSITCSl MPEeCTYIJIeHUsI 3KCTPEMUCTCKONW HAmNpaBJeHHOCTH. BaXKHOCTb 60pbOBI € 3KC-
TPEeMH3MOM HEOJHOKPATHO MOAYEPKHUBAJIACh HA Pa3/IMYHbIX YPOBHAX BJIACTH, @ TaKXKe LIU-
pOKO 06CyX/JjaeTcsl B HaydYHOM Mupe. C NpoTeKarwlUM NPoIeccoM raobaau3alnuu U coBep-
IIeHCTBOBAaHMEM TEXHOJIOTUH MOSBJISIETCS BCe O0JIblile CPEeJICTB U METO/I0B COBEPILIEHHS Npe-
ctymieHUd. TakuM cpeAcTBOM CTajud HHQPOPMAIMOHHO-TEJ€KOMMYHUKAIMOHHbIE CETH,
B TOM 4YuCJie ceTb «MHTEepHEeT», a TaKXKe CpeiCTBA MAacCOBOM MHPOpPMAlLMU, OTKPbIB 3KCTpe-
MUCTaAM U TEPPOPHUCTAM OFPOMHbIE BO3MOXKHOCTH JiJIsl PACIPOCTPAHEHUSI CBOEH HJI€0JI0THUU
Y COBepIIeHUs NPeCcTyIJIEeHUH.

Pa3BuTue MHGOpPMaALMOHHO-TEJIEKOMMYHUKAIMOHHbBIX CETEH, C OJHON CTOPOHBI, IPHU-
HECJI0 MHOT'O MOJIb3bI /IJIsl BCEro 4eJIOBeUYeCTBA B CaMbIX pPa3/iMYHbIX chepax ero KuU3Hejes-
TeJIbHOCTHU, HO C APYTOM — 3HAYHUTEJIbHO YCIO0XKHUIIO PaboTy NPaBOOXPAHUTENbHBIX OPTaHOB
10 BbISIBJIEHUIO U NIpECEeYEHHUI0 IPECTYIJIEHUH, 3TOMY CIIOCOOCTBYIOT TaKHe IPUYUHBI KaK:

1. B psAzne pernoHOB OTCYTCTBYeT HEOOXO0AMMasi TEXHUYeCKasi OCHALeHHOCTb pabo-
YHUX MECT COTPYAHUKOB MMPABOOXPAHUTEbHbIX OPTAaHOB;

2. He Bce coTpyaHUKH 06Js1aJal0T JODKHOW KBasiMUKalUel, 4ToO6bl paboTaTh
C HOBEHIIMMH TEeXHHYECKHUMHU CpeJCTBaMH, B OTJIMUMEe OT NnpodeccuoHaNbHbIX UHTepHeT-
pPeCTyNHUKOB;

3. CyulecTBYyIOT Npobesibl B MEX/AYHAPOJHOM, B BHYTPUTOCYApPCTBEHHOM 3aKOHO-
JlaTeJIbCTBe, Kacawlyecsl O0OILeCTBEHHbIX OTHOIIEHWH B HHTepHeT-MpPOCTPAHCTBE, Trje
Y COBepIIaeTCs 3HaUMTe/bHas YacTb NPECTYIJIEHUH 3KCTPEMUCTCKON HalpaBJIEHHOCTH.

BbISABUTB JIM10, pacCpOCTPaHHUBIlee MaTepUa 3KCTPEMUCTCKOTO UJIU TEPPOPUCTHYE-
CKOTO XapaKTepa B ceTU «MHTepHeT» MpPaKTUYeCKH HEBO3MOXHO MO MPHUYUHE TOTO YTO,
B Hallle BpeMsl CyIleCTBYeT MHOXECTBO CIOCOOG0B CKPbITh CBOIO JIMYHOCTH B ceTH. K nmpumepy,
3TOMY CIIOCOOGCTBYIOT COBPEMEHHbIE TEXHOJIOTUU 6ECIPOBOJHOrO JOCTYyIa B CETh, UMEIOLIH e-
cs1 B CBOOOJHOM Mpo/JjaXke ceTeBble MJIaThl C IMHaMU4eckuM IP-aapecoM u T. 1. Bo BceMupHo#
nayTuHe HHbOpMaAIMs MOXeT ObITh pa3MellleHa B ¢opMe TEKCTa, PUCYHKA, BUJle0- WU $o-
TOM300paKeHUs H. T.[., YTO 3aTPYJHAET €€ BbIsIBJIEHUE U IPUOOIIEHHE K 9KCTPEMUCTCKOM.

[ ycTaHOBJIeHMSI HaNpaBJIEHHOCTU yKa3aHHOM HWHQPOpMalMU Ha BO30YXJeHUe
HEHABUCTH JIMOO BpaXK/bl, a TaK:Ke Ha YHMXKEHUe JOCTOUHCTBA YesI0BeKa JINOO IpyMIibl JIUIL]
10 MpU3HAKaM I10J1a, Pachl, HAIMOHAJILHOCTH, SI3bIKa, TPOHUCXOXK/AEHHs], OTHOLIEHUS K peJsiu-
MY, 2 PaBHO MPHUHA/JIEXKHOCTH K KAaKOW-JIMOO COLIMAJIbHOW TpyIiie BO3HUKAET HeOOXO0AH-
MOCTb MCIIOJIb30BaHUSA ClelUaJbHbIX 3HAaHUU [1]. B yuebHOM iuTepaType noA4YepKUBaETCS,
YTO celyac UMeeTCsl JOCTaTOYHbIN OMNbIT MPUMEHEHUS CYJl€OHbIX JUHTBUCTUYECKHUX (ryMa-
HUTAPHBIX) 3KCIEPTU3 MPHU NMPOBEJEHUHN paccyieJOBaHUS KPUMHHAJIbHbBIX NPOSIBJIEHUN 3KC-
TpeMHu3Ma, 6J1arofapsi KOTOPbIM Y/AAeTCs ONpeAeJyuTh HaJluyuhe JIMO60 OTCYTCTBHUE 3KCTpe-
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MHUCTCKHX NPU3bIBOB U MpoOMaraHj B TOM WJIHU UHOM JessHUU. Ho HecMOTpsA Ha Bce JOCTHXKe-
HUSA B 00J1aCTH PACKPbITUS NPECTYIJIEHUH, 3KCIIEPTHl OTMEYAl0T BBICOKYIO JIJATEHTHOCTB Ipe-
CTyIJIEHUH SKCTPEMUCTCKOTr0O XapakTepa B ceTH MHTepHeT, pe/oiaraiT, YTO yAaeTcs Bbl-
SIBUTb U PacKpbIThb TobKO 30-35 % u3 Hux [3].

[ToMmuMo ycTaHOBJIEHUS JIMLA, pa3MECTUBLIEr0 B CETH UHPOPMALMI0 IKCTPEMUCTCKOIO
coZiep:KaHUs, HeOOXOAUMO YCTAaHOBUTb YMbICEJ U MOTHUB, a TaK K€ WHble IPU3HAKUA COCTaBa
npectyneHust. Ha npumepe npuMeHeHus: ctaTtbu 282 YK PO (Bo36y»k/ieHHMe HEHABUCTHU JIM6O
Bpa’K/bl, 2 PABHO YHM>KEHHe 4eJI0BeYeCKOro JOCTOUHCTBA) pa3bepeM. Eciy, K npumepy, JIUL0
MCIO0JIb3yeT BbIpaXKeHUS, PUCYHKH, BUJle0- WM pOoTOMATepHasibl, HalpaBJeHHble Ha BO30YX-
JleHhe  HEeHaBUCTU JIMOO BpaKAbl Ha  pEJMTMO3HOM T1OYBe, OJHAKO JeJaeT
3TO B JIMYHOM (YacTHOU) nepenucke B UHTepHeTe, He KeJiad ee JaJbHENIIero pacnpocTpaHe-
HUA ¥ aKLeHTHUPYS Ha KOHKPETHOTO eJUHUYHOTIO [ToJIy4aTesisl, TO IpU3HaK Ny6JIMYHOCTH NPO-
CTO-HAIMPOCTO OTCYTCTBYET, a, CIe/0BaTEbHO, coraacHo CT. 282 YK P® 3to nessHue kBanndu-
MpoBaTh Hesb3d. Takxe, pasMmelas noct B UHTepHeTe, cofepalliui 3KCTPEMUCTCKUM Xa-
paKTep, HeJib3s1 Cpa3y FOBOPUTH O TOM, UTO JIMLO Npec/elyeT MOTUB BO30yKJeHUsI HEHAaBUCTHU
JIM60 BpaX/bl, HEOOXOJUMO CHa4yaJla YCTAaHOBUTb YMbICEJI U ipyrue NpU3HaKU NpecTyIJIeHUSI.

[Ipy kBanudukauuu rccaeyeMblxX NPeCcTyIJIeHUN caeflyeT CHayajla NpOBepsATh cail-
ThI, COLJAAJ/IbHbIE CTPaHULbI, 6JI0TU U Jipyrue HTepHeT-pecypchl, HAUMHAasA C Ha3BaHU4, CO-
JlepkaHud 1 opopMJIeHUs], HA TIpeAMeT HaJU4us JIMO0 OTCYTCTBUSA B 3THUX 3J1eMeHTax Nps-
MOTO JIM60 KOCBEHHOI'0 MPU3bIBAa K IKCTPEMU3MY JIMOO IponaraH/bl 3KCTPEMUCTCKOHN UZEe0-
Joruu. Jlanee npoBepATh noceuaeMocTb HTepHeT-pecypca, ero cBO6G0JHbIN JOCTyN JIMOO
3aKpPbITOCTh, KOJIMYECTBO MPOCMOTPOB, CKAYMBAHUU U TaK JaJjiee, BCE YTO MOXKET YKa3bIBaThb
Ha NMpPU3HAaK NyOJMYHOCTU JIMOO OTCYTCTBUE TAaKOBOro. Takke B pacCMaTpHBAaeEMOM Jl€SIHUH,
NMCbMEHHOM TEKCTe, PUCYHKe, BbICKAa3blBAHWU U TaK Jajiee, MOTYT MpPOIJsJbIBaTbCA pas-
JINYHble MOTHBBI U LleJId OJHOBpPEMEHHO (HanpuMep, NPU3bIBbl K HAPYLIEHUI0 TEPPUTOPHU-
aJIbHOM 11eJIOCTHOCTHU IOCYZapCTBa U ellle NMyO6JuYHOe BO30yXJeHrWe HEHABHUCTHU JINOO Bpa-
[ibl, 3 pPaBHO yHMW)Xe€HHEe 4eJIOBEUYEeCKOTO JOCTOUHCTBA), B CBA3U C YEM KBaJUPUIHUPOBATH
JlaHHOe JiesiHue CeyeT 10 COBOKYIHOCTH NPeCTyIJIeHUH.

B 3ak/t0oueHHe X04eTcsl OTMETUTD, UTO odpUlHaIbHas KBaJIUPUKALUA NPeCTYNIeHUN
npejmoJiaraeT onpejeseHye U MpoleccyalbHOe 3aKpeljieHUe TOXAeCTBa MexAy pakThde-
CKMMM MPU3HAKaMU COBEPIIEHHOI0 JesIHHUS U ero OTpaXKeHHWEeM B YroJIOBHOM 3akoHe [2]. Ka-
caeMo MpecTyNnJeHUN B ceTU MHTepHeT, Takoe BO3MOXXHO TOJIbKO MPH XOPOIIEM MeX/AyHa-
POJJHOM U BHYTPUTOCY[JapCTBEHHOM pPEryJMpOBaHUU U NOCTOSSHHOM COBEpLIEHCTBOBAaHHHU
3aKOHOJ|aTeJIbHOM 6a3bl B cdpepe MPOTUBOAEUCTBUS NPECTYIJIEHUSAM, COBEPLIAEMBIM B UH-
dbopMaLlMOHHO-TEeJIEKOMMYHUKALMOHHBIX CeTSX U CpeJiCTBaX MacCoBOM MHoOpMaIMHy, a TaK-
Ke JJO/DKHOM MaTepHuasibHO-TEXHUYECKOW OCHAIleHHOCTH M 00y4eHHOCTH paboThl C TAKUMU
CpeACTBaMM COTPYAHUKOB NpPaBOOXPAHUTEJbHbIX OpraHoB. He Masyi0o BaXXHOCTb UMeeT U
npoduiaKTHUKa 3KCTPEMHU3Ma, Be/lb 3HAYUTEbHYI0 YacTb IPECTYIHUKOB COCTABJISIOT JIMIA B
Bo3pacte 18-30 JsieT (okos10 70 %), B CBA3U € YeM HEOOXOJUMO BOPOTHCA C IKCTPEMUCTCKUMU
NpPOSIBJIEHUSIMU Yy MOJIOJAEXKHU. JlJis1 3TOro He06X0UMO HAJAAUTh aHTUIKCTPEMUCTCKYI0 WH-
dopMalMOHHO-NIPONAraHAUCTCKY0 JesaTeJbHOCTh B CpeACTBaX MaccoBOM HHPOpMaluu
U ceTu «MHTepHeT»; 0OUTbCS MaKCUMaJbHOW 3aHATOCTH MOJIOJIEKU NMyTEM BOBJIEYEHHUS B
obpa3oBaTesJibHYI0O W TpPYyAOBYI cdepbl; co3JaHHe OOJIbLIET0 KOJHWYEeCTBA BOEHHO-
NaTPUOTUYECKUX, CHOPTUBHBIX, TBOPUECKHX U UHBIX Jlarepeu [4].
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